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OUTLOOK WEB ACCESS (OWA)/ CITRIX AUTHORIZATION ACCESS REQUEST (OCAAR)
SECURITY BRIEFING:
1.  PURPOSE:  To emphasize individual responsibilities pertaining to the operation, administration, management and control of all personal computers and government-owned computers while utilizing Outlook Web Access.
 
2.  GENERAL:  The protection of both unclassified and sensitive but unclassified information is based on the principles of individual responsibility, personal accountability and need-to-know.  Information Systems security, like all other security disciplines depends upon each individual.  
 
3.  RESPONSIBILITIES:   The following Outlook Web Access user agreement outlines basic safeguards that must be closely followed when using personal computers and command Information Technology (IT) assets.  Refusal to agree to the terms of the agreement will result in denied access to OWA/Citrix.
 
4.  Authority:  Executive Order 10450, 9397; Public Law 99-474; the Computer Fraud and Abuse Act; 5 U.S.CStatute 301; 10 U.S.C. Part II; 14 U.S.C. Chapter 11; UCMJ; DOD 5500.7R, Joint Ethics Regulation; CJCSM 6510.05, SECNAVINST 5239.3A, DON Information Assurance (IA) policy, and E.O. 9397; NETWARCOM message 311452ZMAR2005.
 
5.  Privacy Act Statement:  Authority: Executive Order 10450, 9397; Public Law 99-474; the Computer Fraud and AbuseAct; 5 U.S.C Statute 301; 10 U.S.C. Part II; 14 U.S.C. Chapter 11; UCMJ; DODD 5500.7R, Joint Ethics Regulation;
CJCSM 6510.05, DODD 8500.1, SECNAVINST 5239.3A, DON Information Assurance (IA) policy, and E.O. 9397.Disclosure: The information above may be used to identify you may be disclosed to law enforcement authorities for investigating orprosecuting a violation of the law. Disclosure of information could result in denial of access to NCTS InformationTechnology (IT) resources.
 
USER AUTHORIZATION:
 In consideration of your acknowledged understanding of basic IS security practices and procedures; your verified security clearance and established "need-to-know," you are hereby authorized limited access to operate and use Outlook Web Access and resources necessary to fulfill your assigned responsibilities.
 
Attempts to probe or break-in to other systems or accounts; circumvent internal protection, accounting or auditing mechanisms; or use command IS systems and assets for purposes other than which they were intended or accredited, will be reported as security violations and may result in disciplinary action in accordance with the UCMJ or civilian disciplinary rules, as appropriate.
 
Anyone using Outlook Web Access expressly consents to such monitoring and acknowledges that if monitoring reveals evidence of user misfeasance, appropriate disciplinary action may be taken.  Military or U.S. Government personnel including contractors may be subject to criminal penalties if they knowingly, willfully, or negligently violate this policy.
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OWA/ CITRIX USER AGREEMENT
(User must initial after each paragraph and sign at the bottom)
I                                                                             UNDERSTAND THAT:
 
1.  OWA/Citrix is provided for the conduct of official business while not directly connected to the Overseas Navy Enterprise Network (ONE-NET).  The inherent risk of using this public source should be appreciated by all ONE-NET users.  ________
 
2.  Peer-to-Peer file sharing programs (to include but not limited to Kazza, Bit torrent, Morpheus, or Lime wire) shall not be installed on any computer used to access OWA/Citrix.  ________
 
3.  OWA/Citrix shall not be accessed from public terminals such as libraries, universities, airports or hotel kiosks.  Only a U.S. Government-owned asset or a ONE-NET member's privately owned computer may be used to access OWA/Citrix.   Computers belonging to relatives or guests shall not be used.  ________
 
4.  If the authorized OWA/Citrix user is not the sole user of the computer, the operating system must support multiple user accounts.  Member shall be the only person with administrative privilege on the computer.  Member's account shall be protected by use of a strong password, not known to anyone else so that user's family members or other unauthorized users do not inadvertently access OWA/Citrix or read sensitive e-mail.  ________
 
5.  Commercial off the self (COTS) mail share programs (to include but not limited to MS Outlook, CC-Mail, Lotus Mail, etc...) are not authorized for connecting to Navy mail systems. ________
 
6.  Flash drives (thumb drives, camera memory, etc...) cannot be connected to the personally owned computer while accessing OWA/Citrix.  ________
 
7. In the event of a classified spillage, the user may be required to surrender a privately owned device to military authority. It is understood that efforts to clean the non-volatile memory (hard disks, memory cards, stick memory, etc) may be destructive and the member will not be compensated for such loss.  By using OWA/Citrix, I the user accept all risks and cost associated with cleaning non-volatile memory devices and all data stored on them.  ________
 
8.  I must immediately report any violation involving an IT asset or any other inappropriate activity I may observe to the TNOSC NAPLES Information Assurance Office 626-6024.  ________
 
9.  I am responsible for saving all information accessed through Citrix to an appropriate network drive in order to guarantee that data is accessible from authorized ONE-NET clients. ________
 
10. I will adhere to all OPNAV 5239/14 (SAAR-N) rules and procedures while accessing OWA/Citrix.  ________
 
11.  I will install Firewall and Antivirus software (such as Symantec Firewall and Symantec Antivirus) and updated signatures. Update Antivirus signatures once a week to maintain protection.  Security software is available for download at the following website: https://www.infosec.navy.mil. Software must be installed by the user.  ________
 
12.  I will not give out OWA/Citrix instructions, or the OWA/Citrix access link, to anyone.  ________
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